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IL NUOVO PANORAMA

Le minacce sono piu complesse

E con tante risorse da proteggere il personale dedicato alla sicurezza fa fatica
a gestire la mole di attivita e le differenti tecnologie usate in campo.

CYBERSECURITY

IN IDEN I I Computing Internet IT Mobile Tech Reviews Security Technology Tech Blog
N d > Security > Cybersecurity

ity | Read Next Article in Cybersecurity

mm. News Sport rave! uture
|

TER RO R | S M O_!I NEWS TECHNOLOGY

Home UK Africa Asia Europe Latin America Mid-Ea: US & Canada Business Health ScvEnvironm i EtEEreerr

2 E-Mail Article
“ SC 17 August 2012 Last updated at [« Share |l FHWR T

vel Idle East,
Shz Thanksglvmg SCADA Bug o the
D I P E N D E N TI | :):rt [nfr Hunt mand and

ad, and even

“ - % ‘ ~ Anewt Researcher scares up more than 20 SCADA vulnerabilities
"¢ _onein just seven minutes -- on Thanksgiving Day

VAN DALISI\/IO E———

© By Kelly Jackson Higgins

Dark Reading
Criti ,‘L,,mr},’ A security researcher easily found 23 bugs in major SCADA products while
indu unusapi T0asting his turkey on Thanksgiving Day

ey Aaron Portnoy. wice president of research at Exodus Intelligence, says he
CoDeS, onssind gacided to dig up as many zero-day fiaws in SCADA products s he could
systems without _piie pis Thanksgiving dinner was in the oven. The plan- to report the bugs to 1g the Pentagon,
= (DG ICS-CERT, which then would work with the vendors to get the bugs fixed
~

8 Topix: Science / Technology

A [



\\

7" Selex ES

inmeccanica Lompan'

THE DRIVE

Cresce la domanda per i servizi

sicurezza principalmente per via di diversi fattori: la necessita di skill verticali,
nuove minacce e il bisogno di aderire alle normative.
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LA SFIDA

Perché la sicurezza e difficile

In una societa sempre piu dipendente dalle tecnologie e dalle risorse digitali la
cyber security € diventato il focus per le industrie, i governi e le persone.
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INFRASTRUTTURE INTERDIPENDENTI

g Health

Government Services

. | Emergency Services Defense
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UNA FALSA PERCEZIONE

Virus eTrust-
F-Prot = Buster Norman Vet | Symantec

Trend
Micro | Sophos | McAfee Kaspersky F-Secure Dr Web

AVG | Nod32

Day 1 17% 20% | 22% 22% 27% 7% 13% @ 37% 17% 10% 17% 16% 21% ‘
Day 8 29% 36% @ 53% 87% 50% 29% 85% 86% 23% 30% 29% 21% 36% ‘
Day 15 32% 75% | 85% 91% 59% 33% | 92% 88% @ 34% @ 46% 31% 27% 43% ‘

|

Day 22 32% 81% @ 86% 92% 62% 33% 92% 88% 37% 74% 32% 29% 46%
Day30 38% 85% 86% 92% 64% 33% | 93% | 89% | 39% 74%  32% 30%  47%

Actual Bad Actual Good
1 1

[ |l ) 85%

Del budget viene speso per
sistemi di protezione che non

A funzionano
| | |
Known Bad The Unknown Known Good
(Blacklist) Grey Area (Whitelist)
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4 pc
IN

4 ORE

3 GIORNI

PER PRENDERE IL
CONTROLLO

15 GIORNI PER
L’ANALISI FORENSE

120 GIORNI PER

LA REMEDIATION
COMPLETA

ANATOMIA & CONSEGUENZE DI UN ATTACCO

Attraverso sistemi di
phishing vengono
attaccati dei PC aziendali.

All'interno dell'azienda i
PC sono protetti, un
laptop viene portato fuori
dal dipendente.

Scoperto l'attacco viene
chiamato un CIRT che
coinvolge 30 differenti
specialisti. 650K

Inizia la remediation, 10
specialisti piu HW e SW.
850K si sommano alle
spese del CIRT e ad un
danno stimato in 6M.
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COSA PENSANO GLI SPECIALISTI

MOST LIKELY NETWORK
SECURITY CHALLENGE
IN'NEXT 12 MONTHS

COMPUTING ---+

~ISACA

THE ABOVE

19%
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METHOD IS THE KEY
Cyber security standards

Possono essere utilizzati per identificare le criticita al I'interno di una infrastruttura
ed adottare un approccio strategico in grado di rendere le co se piu difficili per chi
effettua un attacco e di minimizzarne I'eventuale impatto.

ASSET SECURITY PERSONNEL &
IDENTIFICATION CONTROLS TRAINING

PHYSICAL PERIMETER
SECURITY CIP SECURITY SECURITY

RECOVERY SECURITY RESPONSE
PLAN MANAGEMENT PLANNING

* %

*x ok s
\
* *
¥ enisa NIST AGA NERC
European Network National Institute of Standards and Technology Arsr;i';:l?aat?onas NORTH AMERICAN ELECTRIC

# andInformation Technology Administration, U.S. Department of Commerce RELIABILITY CORPORATION
% %  Security Agency
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IL MODELLO SELEX ES

Cresce la domanda per | servizi di

sicurezza principalmente per via di diversi fattori: la necessita di skill verticali,
nuove minacce e la necessita di aderire alle normative.

ASSESSEMENT & REVIEW
e

DATA & NETWORK

ICS & SCADA ‘J-

SECURITY I\/IANAGEI\/IENT
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Assessment, Design & Review

Quali sono gli asset piu critici per il vostro business? Le informazioni custodite nei PC o
nei server? Le applicazioni enterprlse o la vostra rete di automazione? Quale tipo di
evento potrebbe avere I'impatto per la vostra azienda?
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Assessment, Design & Review

 Evaluate resources

» Discover vulnerability e
. STEP1 Security Policy
e Assess services i}
e Re-evaluate | (SMS Scope
Governance _
. . - STEP3 || Risk Assessment
» Define users and policies ,
« Implement an ISMS stepa | bl
 Staff training and awareness e [ = =
« Manage changes | T
Design and Remediation sTEPS Aopmcaniy
« Defense in-depth ISMS Framework

« Scalability and resilience
e Application support

© Copyright Selex ES. All rights reserved
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COMPREHENSIVE PROTECTION

Data & Network

Le vostre risorse sono protette in maniera adeguata? La vostra rete e protetta da attacchi
interni o esterni? In che maniera implementate e controllate le policy di sicurezza?
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Security zones
* Perimeter defense
* Network segregation
e Link encryption
 Role based access
 Host & data protection
ldentity management
» User & Device Authentication
* Access Control
 Management
* Reporting
Threat management
 Manage risk
* Malware protection
 Patch & asset
Network behavior
 APT detection
* Policy & compliance
« Data leakage
 Forensic

DATA & NETWORK

' Attacker

Compromise of the initial computer is performed
using malware or other method for obtaining local
administrative access to the computer.

Q—»Q >

Desktop Desktop Desktop
Computer Computer Computer
w‘. “I
Infrastructure Infrastructure
Server Server

Domain
Controller

12DBFCDB70D2E:2D0O9D7DFCIDF711C
1C:EEF71EAEE827DA477

KevinK:CORP:27D477EEFAEES71E:FF1CD231144D77A8

Rich Lundeen 1

webstersprodigy

#Metasploit pull request for the NTLM relay
module submitted... hopefully I did that
right: github.com/rapid7/metaspl...

4~ Reply T3 Retweet W Favorite = Buffer

11:17 PM - 9 Jul 12 via web - Embed this Tweet
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COMPREHENSIVE PROTECTION

/ N CS & SCADA

Siete tra quelli che confondono la safety con la sicurezza o credete ancora che le reti
industriali siano immune da attacchi? Una protezione efficace delle reti ICS richiede una
profonda conoscenza dei processi

DISCOVERY & INVENTORY

AW 4l N~
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ICS & SCADA

Discovery & Inventory TR e I AT e —

e Asset management

* Policy audits

* Vulnerability control
Network monitoring

« Eventlogging

« Traffic analysis

« Enforce policy
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COMPREHENSIVE PROTECTION — ELEMENTS
Security Management

Come gestite le informazioni provenienti da differenti sistemi come la rete ICT, il controllo
degli accessi, CCTV? Siete organizzati per rispondere ad un eventuale incidente? Un
sistema di gestione della sicurezza “unificato” per affrontare le minacce complesse.

EVENT CORRELATION
5 -
SOC & CIRT §

CONTINUITY PLAN
INTELLIGENCE
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SECURITY MANAGEMENT

Event Correlation
« Advanced detection
 Compliance
e Monitoring & reporting
SOC & CIRT
e Centralized management
» Coordinate response
* Analysis
e Continuity plan
 Recovery plan
e Service resiliency
Intelligence
« Social & political dynamics
» Security trends
* Predictive analysis
e Early warning
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